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EU Cybersecurity Act: SBS calls for certification
schemes to consider SMEs

Brussels, 24 March 2020 - The EU Cybersecurity Act (CSA) seeks 1o enable the use of cybersecurity
solutions by, among other actions, infroducing a harmonised framework for cybersecurity
certification. SBS welcomes this proposal provided that this framework considers the essential role
of SMEs and therefore the need to develop cybersecurity standards and solutions that are
compatible with them. This is one of the main messages of SBS’ newly-released position paper. The.
paper outlines four options to build on existing standards in the area of cybersecurity and make.

sure they are adapted to SMEs.

‘Although there s a growing rcognition that building cyber resilisnce is crucial for Eurapean digital economy,
the adoplion of cybersecurity solutions throughout the EU is still very low. Only 32% of European SMEs
have a formally defined ICT security policy in place. In its new position paper, SBS analyses the proposed
measures and theif impact on SMES. suggesting an approach which would allow SMES to adopt and benefit

from the new cybersecurity certification schemes

The notion of ‘small and medium-sized enlerprises’ is not homogenous; therefore, the position paper
siresses the need for differentiation (o tailor standards and certification schemes to difierent fypes and sizes
of SMEs. The framework for the development of cerification schemes, introduced by the CSA, wil be a

complex precess. fisking producing schemes urhich are toe complex for smalier businesses.

The schemes will be developed in accordance 1o the existing and future cybersecurity standards and
technical specifications, which are not it for SMEs. Thus, there is an urgent need 1o think about SME-
compatible cybersscurity standards and solutions within the framework of the EU Gybersecurity Act. In this.
respect, SBS calls for these standards fo be accessible, affordable and adapted to SMEs and the need to

raise the awareness about the existence of such standards

Finally, cyber resiience in Europe could also greatly improve through the development of lightweight and

easy-to-use cybersecurity guides, and even more by pooling such practical guides in a trusted European
online platform. The paper propeses the creation of a ‘one-stop-shop” for practical guides en cybersecurity

for SMEs. The long-term goal is o increase the overall level of cybersecurity assurance among companies

in Europe for which a

of both awareness raising and providing practical solutions is needed

The position paper can be accessed via the following webpage.
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EDITORS' NOTES: Small Business Standards (SBS) is ihe association representing European SMES in
‘standardisation. SBS is co-financed by the European Commission and EFTA. its 21 members are national
and European sectoral and infer-professional associations representing SMES in 32 European countries.

Further information: Maitane Olabarmia Uzquiano, Direclor, m.olabamia@sbs-sme-eu
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